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I. I NTRODUCTION
In the past decade the virtualization paradigm has been remarkably successful in the server domain, and significant benefits are expected from the virtualization of network resources.
However, to date the virtualization capabilities of proprietary
systems remain limited while the impact of executing open
software routers within system virtualization platforms has not
been fully investigated.
In this talk we present approaches for router performance
evaluation and measurement results comparing the capabilities
of various hardware and software routing platforms. Our
findings show, that the use of virtualized software forwarding
planes is problematic.
Aiming to eliminate this bottleneck, we outline a framework
for router virtualization which employs open source software
components for the control plane and hardware supporting the
emerging OpenFlow protocol as a forwarding plane.
II. ROUTER S ERVICE C HARACTERIZATION
Packet throughput is the most commonly used metric for
evaluating router performance. However, this metric does
not capture characteristics, such as packet delays, jitter, or
queueing effects. Network calculus server models, such as
Guaranteed Rate (GR) [1] can be highly beneficial for network
analysis and the computation of services guarantees. In the following we present methods and metrics suitable for quantifying router platform performance using external measurements.
Furthermore, we examine what information about the system
architecture can be extracted from the measurements.
Guaranteed Rate Server Model Parameter Estimation: A
server belongs to the GR scheduler class [1], if it guarantees
that the packet departure time di is at most
di ≤ V F Ti + ei

(1)

where V F Ti denotes the GR virtual finishing time and ei
is an error term indicating the maximum deviation of the
departure time of a single packet compared to an ideal constant
rate server. The error term ei can be estimated directly by
investigating the arrival and departure times of each packet
traversing the system using Eq. 1. The VFT for a packet with
size li , a guaranteed service rate r, and arrival time ai is
calculated recursively using

The error term estimate gives an empirical bound for the delay
experienced by a packet traversing the router.
Rate Estimation: The service rate of a given flow can
be estimated by analyzing packet departure times within a
backlog period [2], i.e. for n packets in a given backlog period
the rate estimate r is given by
Pn
li
(3)
r = i=1
dn − d0
where l denotes the packet size, d0 is the departure time of
the first, and dn the departure time of the last packet in the
backlog period. The maximum rmax of all backlog periods is
then taken as the estimate for the allocated rate of a flow [3].
The rate estimated using the smallest possible packet size lmin ,
is related to the maximum packet per second rate rpps which
a router with nominal capacity C can process:
r = min (rpps lmin , C)

(4)

Error Term Estimation: The maximum processing delay
δmax of all backlog periods with only one packet in backlog
is taken as an estimate of the error term e. Assuming negligible propagation delays and empty system queues the packet
processing time is calculated using
li
.
(5)
C
As shown in the results section, the processing delay can show
a strong dependency on the packet size.
δi = di − ai −

III. R ESULTS
We used the setup depicted in Fig. 2 to analyze several
routing platforms using the methods described above. We
measured the performance of a Cisco 7204 VXR router, a
NetFPGA router [4], a Linux software router, a virtualized
software router using Xen [5], and VServer/PlanetLab slices.
Data was captured using an Endace DAG card which provides
nanosecond packet timestamping precision. Fig. 3(a) depicts
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The relationship between the GR virtual finishing time, error
term, and packet arrivals and departures is depicted in Fig. 1.
V F Ti = max{ai , V F Ti−1 } +

di-1

Fig. 1.

di

GR server Virtual Finishing Time (VFT) and error term.
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Measurement results for different router systems.

the maximum achievable rates of the tested systems for UDP
CBR traffic, and different packet sizes. Fig. 3(b) shows the
processing times of all tested systems. Additional, in-depth
results can be found in [6].
It is noteworthy, that compared to the Cisco hardware,
the software routers exhibit lower packet processing times,
although the forwarding performance of the latter is worse.
On the other hand, the delay variance of the Cisco router was
significantly lower. The poor Linux forwarding performance
indicates that the Kernel packet processing operations introduce a constant delay between the transmission of successive
packets. For the given Linux setup, the delay is approximately
1.6 us which corresponds to a rate of 600K packets per
second. For Xen this delay increases to ∼ 10 us, limiting
the forwarding rate for 64 Byte packets to 50 Mbps. The
processing delays of the virtualized routers is approximately
two times the delay of a pure Linux system. Additionally
our measurements showed a linear dependency between the
processing delay and packet size, which is due to the packet
transmission time over the system bus. Moreover we found that
NIC interrupt generation rate is directly related to packet jitter.
Generally, our measurements show a significant performance
disadvantage for software routers.
IV. B EYOND V IRTUAL S OFTWARE ROUTERS
As the performance of fully virtualized software routers is
problematic, we propose a virtual router architecture, depicted
in Fig. 4, which employs off-the-shelf Openflow-enabled
switches functioning as a programmable forwarding plane and
a virtualized control plane running on commodity hardware
using an open source hypervisor. Virtual router (VR) instances
are represented by a virtual environment (VE) running the
control plane, connected to the forwarding plane hardware over

a control channel. Within each VE a virtual router controller
(VRC), transparently maps the virtual interfaces of the router
instance to the physical ports of the data plane. Additionally,
the VRC mirrors the VE routing tables onto the data plane
by installing appropriate Openflow rules. As the data plane
communication is hidden from the VE, the VR routing tables
can be populated using arbitrary routing daemons. Moreover,
the operating system networking stack can be utilized e.g. for
processing control and address resolution messages. A major
advantage of this architecture is that the virtualization of the
forwarding plane is shifted outside the software hypervisor,
thereby substantially reducing overhead.
Prototype Implementation: We evaluated the feasibility of
the above approach, by implementing a prototype using commodity PC hardware and a NetFPGA card with a reference
bitfile implementing version 0.9 of the Openflow protocol. The
NOX framework [7] was used for the VRC implementation.
Our prototype employs the KVM hypervisor for the control
plane virtualization and the XORP suite for routing. Within
each VE we used the Linux TUN/TAP framework to instantiate the virtual network interfaces.
V. C ONCLUSION
We presented methods for router performance evaluation as
well as measurements describing a range of router characteristics. Our results highlight the difficulties of purely softwarebased router virtualization. To circumvent these problems,
we propose a framework for virtualization which shifts the
forwarding plane to Openflow-enabled hardware.
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